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Mission Statement

Conduct a series of surveys investigating the technologies, policies and practices currently in use by members of the healthcare community and other select industry groups for the secure, reliable exchange of EDI data. Prepare a final report of the survey results, including an analysis of the findings.

Goals and Objectives

· Survey a representative sampling of parties within the Healthcare Community that are currently using secure, reliable Transport Technologies to exchange EDI data

· Survey a representative sampling of non-Healthcare industry trade groups or companies that specify and/or utilize a reliable, secure transport solution to exchange EDI data 

· Survey a sampling of Standards Bodies that have produced Standards for transporting EDI data reliably and securely

· Survey a representative sampling of vendors that offer solutions for the secure and reliable exchange of EDI data

· Prepare surveys specifically targeted for each of the above groups

· Identify trends that would indicate “current accepted practice”

· Determine which, if any, of the surveyed results most closely resemble the needs of the Healthcare community, with regard to HIPAA implementation

· Identify technologies that could be used over the Internet

Deliverables

· Four surveys, one for each of the following groups:

· Healthcare Industry 

· Non-Healthcare industry

· Standards Bodies

· Solution Providers

· A final report of the survey results, including an analysis of the survey findings

Implementation Milestones

· Assemble a team of people to create the surveys and Final Report

· Identify any additional “groups/entities” to survey 

· Create the surveys

· Conduct the surveys

· Compile and Analyze the results

· Produce the Final Report

· Distribute the Final Report

Sample Survey Questions

NOTE: The intent of these sample questions is to provide a sense for what a survey might contain in order to capture the type of information that would help HIPAA implementers determine the current “state” with regard to Internet EDI data exchange

1) Do you currently exchange EDI data over the Internet

a) Yes

b) No

      If you answered (b) skip to question 7

2) Please indicate your requirements for exchanging EDI data via the Internet, check all that apply

a) Confidentiality, Encryption of business data 

b) Authentication of Sending Party

c) Guaranteed Integrity of Data 

d) Non-Repudiation

e) Reliable Delivery

f) Access Control (prevention of unauthorized access)

g) Immediate Response

h) Same Day Response

i) Next Day Response

j) Exchange of Mission Critical business data

k) Lossless Delivery

l) Allow Duplicate Delivery of Messages

m) Filtered Duplicate Delivery

n) Large File transmission

o) Firewall Friendly (works well behind firewalls)

p) Logging, Tracking and Auditability

q) Diagnostic aids

r) Automated trading partner setup (profile exchange)

s) Other, please specify:__________________________________

3) If you checked (a) or (b) or (c) or (d) in question 2, which solution do you utilize

a) PGP

b) OpenPGP

c) S/MIME version 2.0

d) S/MIME version 3.0

e) SSL with Server only certificates

f) SSL with Client only Certificates

g) SSL with both Client and Server Certificates

h) Other, please specify:_____________________

4) If you checked (e) in question 2, which Reliable Delivery Protocol do you use

a) EDIINT AS1

b) EDIINT AS2 (e-mail profile)

c) EDIINT AS2 (GISB/AIAG profile)

d) GISB  EDM

e) AIAG E-5

f) EbXML

g) BizTalk

h) FTP

i) Secure FTP

j) E-mail with read receipts

k) 3rd Party (Internet data exchanges outsourced to a VAN or other entity)

5) If you checked (f) in question 2, which access control approach do you use

a) Username and Password

b) Client Side Digital Certificate

c) Digest Authentication

d) Smart Card/PIN

e) BioMetric identification (fingerprint, voice, eye or facial recognition)

f) SecureId, or similar token based approach

6) How long have you been exchanging EDI data over the Internet?

a) Less than 1 year

b) Less than 3 years

c) Less than 5 years

d) Less than 10 years

7) What other communication methods do you use to exchange EDI data

a) VAN

b) Private dialup lines

c) Leased Lines (including Frame Relay, T1, 56k DDS, and others)

d) Other, please specify_____________________

e) None

8) If you checked (a) thru (d) to question 7, what protocols do you use to exchange data

a) Kermit

b) Xmodem

c) Ymodem

d) Bisync

e) TCP/IP – FTP

f) TCP/IP – SMTP (e-mail)

g) TCP/IP – HTTP

h) Other:________________

9) Indicate how you acquired your current solution

a) Custom Built (either in house or by a vendor)

b) Customer installable, off the shelf product

c) FreeWare/Shareware

d) Turnkey solution installed by a vendor

e) Outsourced to a Third Party (Van or other Service Provider)

f) Other, please specify:______________________________

10) Please provide approximate costs of your EDI solution based on the following breakdown:

a) Software: ______________________

b) Setup/Installation:_______________

c) Customization:__________________

d) Development:___________________

e) Hardware:______________________

f) Communications Equipment:______________

g) Communication Services (e.g. line costs, ISP, etc.):__________________

h) Annual Operations/Admininstration:_______________________

i) Monthly Costs (if using VAN or 3rd Party Service Provider)

11) How many transactions do you exchange per month

a) Less than 1,000

b) Less than 10,000

c) Less than 100,000

d) Less than 1,000,000

e) More than 1,000,000

12) How many megabytes of data do you exchange per month

a) Less than 1

b) Less than 10

c) Less than 100

d) Less than 500

e) More than 500

13) Have you ever experienced the following with your solution, check all that apply

a) Lost Data

b) Duplicate Data

c) Incomplete Data

d) Security Breaches

e) Communication Breakdowns that prevented you from exchanging data

f) Leaked Data (where unauthorized parties were able to access sensitive data)

g) Unauthorized Access (spam mail, unwanted intruders, etc.)

h) Denial of Service Attacks on your Internet EDI solution

i) Received or been infected by a Virus via your Internet EDI solution

14) How many trading partners do you have

a) Less than 50

b) Less than 100

c) Less than 500

d) Less than 1000

e) More than 1000
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